
Dear Mr. Khan,       March 31, 2016 
With regard to the thousands of write-in votes showing blank candidate selections in your race: I 
examined a database from Shelby County, Tennessee for the same Diebold TSx system used in DuPage 
County Illinois. (In fact, sold by the same salesperson at the same time). There were a total of 2,885 
write-ins in the database I examined. Not a single one was blank. I believe that if "save" were an issue 
while executing the write-in, there would be at least one blank write-in out of 2,885 write-ins. 
With regard to whether actual write-in data can be recovered, I believe it can be. The GEMS database 
has three reports which will be helpful. 1) TS Write-in report; 2) Ballot images 3) SOVC report containing 
breakout of the number of write-in votes per precinct and voting type. 
To be clear, no sealed information needs to be accessed. No voting machines need to be accessed. 
Everything you need is on the GEMS central tabulator at the elections office and it should all be public 
record. It is a desktop computer in the elections office and they can readily make a copy of these files, 
and you should absolutely ask for copies under Illinois Freedom of Information law. However, DuPage 
has a history of obstructing and delaying public records for elections, so litigation is another option in 
order to force production promptly. 
Below are screenshots of what the GEMS program looks like and where the reports referenced above 
can be found:                                

 In this example, I am using a real election database called 
oct 6 2011 election night. Note that I simply made a copy 
of the file and named my copy "ballot images - oct 6 2011 
election night." This is just for my own examination, so 
that I don't accidentally alter the original election 
database. 
As you will see below, opening the GEMS program gives 
the user access to a menu of reports.  
All three reports mentioned above can be located in the 
GEMS menu, as follows. 

GEMS program 
In the Administrative Reports section is a 
report called Accuvote TS Write-In Report, 
which lists the names of every write-in 
selection, organized by the race.  
See next page. 
 



Accuvote TS Write-In Report 
As you can see in the report 
below, it contains the Race 
ID, name for each write-in, 
ballot Serial Number (which 
does not compromise voter 
privacy as far as I can tell; the 
location voted, type of voting 
(early, absentee, polling 
place) etc.  
 
 

 
In a touchscreen location the absentee paper ballots and any paper provisional ballots are simply 
identified with a batch and serial number, but all the touchscreen write-in names are clearly identified. 

 
 
In the above example there are 2,885 write-ins and not a single one is blank. It is this report that I think 
he is referring to when he says a bipartisan commission, probably the canvassing committee, examined 
write-ins. I will note that this report generates directly from a Microsoft Access database and it takes no 
more than 10 seconds to replace the desired number of write-in selections with blanks. It wouldn't 
matter if the committee examining it is bipartisan, all Democrats, or even your mother, all that will show 
is the blanks instead of your name. 



However, there is a second set of reports in GEMS that cannot be so easily altered. These are the ballot 
images and they, too, should be a public record.   

There is no need to go unlocking voting 
machines or anything of the sort. Ballot 
images for touchscreens (but not for the 
older models of paper ballot scanners) 
are transmitted directly into GEMS along 
with the data for totaling votes.  
When you open the View Ballots menu, 
you see a list of voting locations. The 
column at top "MID" stands for Machine 
ID. Precinct 01100 has four machines with 
MID 0, 1, 2, and 3. 

Note that I have chosen 
machine 0. Below, for 
machine 0, you see each 
ballot listed. The last 
column, Ballot SN, is the 
ballot serial number. 
 
 
I chose ballot SN 942910, 
which I can see in the TS 
Write-In report 
mentioned above, 
should have a write-in 
for Tony Smith. 

When I double click it I see a screen 
view with this ballot and the voter's 
choices, plus the name they wrote 
in, TONY SMITH. 
See next page. 
 
 
 



If you will look to bottom left, you see City 
Council Super District 8 Pos 3 race, with its write-
in choice. 
Now, another version of the Ballot Image is also 
available. My testing indicates that it, too, is 
fairly tamper-resistant. 
If you go to the View Ballots menu and choose 
"print" you can select all the ballots for that 
voting machine and print them to a PDF file. It 
looks different, but should include the same 
information as the screen version.  
This, too, should be a public record. Although 
each ballot has a serial number, it does not 
identify any voter. Shown below. 

 
There is a third report, also a public record, called 
the Statement of Votes Cast (SOVC). 
This is also available in the GEMS menu, as follows. 

 
That report is hundreds of pages long, because it is very detailed. Therefore for this example I chose just 
to print the SOVC for precinct 01100. And as you will see on the next page, everything should match. 



Choosing precinct to print for SOVC.  
As you can see, for write-in votes on 
Election Day, at polling places, it shows 
there are two write-in votes, but it 
doesn't provide the name written in. It 
shows none for Early Voting or absentee. 
When you look at all the ballot images 
for polling place Election Day votes in 
precinct 01100, you also see two write in 
votes, along with the name written in. 
When you compare with the Accuvote TS 
report, you also find two write in votes 

in these categories for Race 27, the City Council Super District 8 pos 3 race. All these items should 
match. But because the Accuvote TS WriteIn report is easily alterable, the more tamper-resistant ballot 
images are quite important. 

 
The information shown in both the GEMS SOVC and the AccuVote TS Write-In Report draw directly from 
a "back end" which is a Microsoft Access database. This program can be accessed without a password 
and is trivially easy to change. Let me take you on a brief tour with regard to how write-ins are dealt 
with in the MS Access back end to GEMS, and how even several thousand write-in names could be 
changed to blank, in less than 10 seconds. 
 
On the next page, I will simply pop open the underlying MS Access database by locating in the GEMS 
directly. All I have to do is double click it to open it. No authentication is ever asked. 



Along the left column you will see a list of 
tables.  
 
 
 
 
 
 
 
 
 
 

The "BallotBox" table contains the encrypted information for ballot images in binary format. It is not 
human readable and also is fairly impervious to imports, exports, edits, or replace commands. The 
BallotBox table contains the votes displayed on Ballot Images for the View Ballot option in GEMS. 

 

               WriteInCounter table 
 
 

BallotBox table 
The WriteInCounter table is the one that's trivial to alter. It contains the names of each write-in, with 
identifiers that specify which voting type (early, absentee, election day), race, and voting machine. In 
this case I simply sorted it alphabetically to find any write-ins for Tony Smith. There was only one. Note 
that he is written on ballot serial number 942910. 
In the MS Access WriteInCounter table I simply replaced the name Tony Smith by typing blank spaces. I 
then reopened GEMS and looked at the AccuVote TS Write-In report. As you will see on the next page, 



ballot serial number 942910 now shows a write in with a blank space, though there were no blank write-
ins at all before. 
 

 
Now let's view the ballot image for 942910 after changing Tony Smith's name to blanks in MS Access: 

The write-in vote for Tony 
Smith can still be seen. This is 
because the earlier report is 
drawn from the 
WriteInCounter table, which is 
easily edited, but the votes on 
the Ballot Image are drawn 
from the BallotBox table, 
which is not easily altered. 
Of course you will ask, how 
about that other ballot image 
report? The "print to PDF" 
version which has Xs on it 
instead of ovals? 
That, too, retains the Tony 
Smith write-in because it 
draws from the hard-to-alter 
BallotBox table. 
Therefore, I think a fairly 
definitive answer will come 
from getting the PDF ballot 
images, which are easily 
produced and should be a 
public record. I recommend 
getting the Accuvote TS 
WriteIn Report, identifying all 
the locations and serial 
numbers with blank votes, 

then asking for the ballot images for those. You could even ask to inspect, having them display a few 
onscreen while you watch. If they deny either of these options, this is certainly a public policy issue 
which would benefit from litigation. See next page for the ballot image report. 
 



Do the print-to-pdf ("x" version) ballot image 
reports ALWAYS match the onscreen ballot 
image (oval version)?  
Not always. I have located two databases 
which do not. For example, one of them 
attributes primary votes for governor to a 
judicial retention question on the oval 
version, but not on the x version. However, 
it is complicated to change them and the 
examples I found also had many viewing 
errors and some garbled ballot images. 
Can you easily change ballot images at all?  
Yes. You can flip a race on the ballot images 
by altering a candidate ID in the Access 
database, attributing all of John's votes to 
Mary and vice versa. But that doesn't apply 
in your race because there was no one in the 
same race to flip them to.  
You can also change the name of a race and 
that will successfully change the race label 
on the ballot image. Therefore, the ballot 
image is not an actual "image" but it draws 
its identifiers of races and candidates from 
the easily edited MS Access tables. You can't 
change write-in data on the images but the 
race label could be changed. 

 
 
Best to you, Mr. Khan. Please let me know if you have any further questions. Please feel free to print and 
share this information if you like. I have cc'd it to some people who may be interested. 
Bev Harris - Black Box Voting 
206-335-7747 
bev@blackboxvoting.org 
Always text me if you need a quicker response. 
Cc: Brad Friedman 
       Gary Gibula 
       Robert Sanchez 
       Bennie Smith 
       Laura Pressley 


